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1. Style Guide: The City of Everett SharePoint Style Guide is meant to provide a consistent look and feel across all of the company’s sites so users will find it easier to find what they are looking for and not be distracted by visual differences.
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d. Life Cycle Management
1. Establish policies and procedures for managing the life cycle of content, documents, etc within the SharePoint environment.
e. Content Management
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f. Document Management
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Section 1: Overview

The SharePoint Governance Plan is a guidebook outlining the administration, maintenance and support of the City of Everett’s SharePoint environments.  The primary goals of this plan are to:
1. Document the initial governing standards, policies and procedures necessary to support a growing and valuable SharePoint resource.

2. Provide a communications tool to convey SharePoint governance information to the system’s current and potential users as well as for SharePoint support staff.

3. Create a technical and user infrastructure to govern, support and grow the City’s SharePoint capabilities and usefulness.
The SharePoint Governance Plan has been initiated by the City’s Information Technology Department.
Section 2: Definitions

City Resources: General services or resources provided by the City to support its employees.  City resource examples are health benefits and training opportunities.
IT: The City’s Information Technology Department

MOSS: Microsoft Office SharePoint Server
TSC: The City’s Technology Steering Committee, see City Policy “Information Tech Strategic Planning Policy” for more information.
Content: Content is defined as any information presented on a SharePoint site whether it be in a text format, charts, graphics, etc.
AD: Microsoft’s Active Directory network directory services.
Publicly Viewable (Projects): When requesting a new SharePoint Project site, the requestor is given the option of making the site “Publicly Viewable”.  By selecting yes, the project site will be displayed in the City wide SharePoint Project Sites list.  By selecting no, the project site will only show up in the requesting department’s project list.  Either way, only people that have been added as project members can enter the site.
Department Technology Coordinator: Each City Department has a designated Technology Coordinator who has been identified by the Department Director.  The Technology Coordinator is responsible for coordinating technology related projects and issues with the IT Department.  The SharePoint Department Coordinator may or may not be the same person.  The list of Department Technology Coordinators is recorded in the “Dept Coordinators.xls” spreadsheet.
Document Library: For the purposes of this document, the term document library will include document libraries, list libraries, page libraries, image libraries, etc.
Section 3: Roles and Responsibilities

The SharePoint environment will be managed by a Strategy Team, a Tactical Team and a Content Team.
Strategy Team

This team consists of a balance of business users and IT representatives that are willing to provide strategic insight, review business requirements and provide recommendations for changes and improvements to the SharePoint environment.  
Tactical Team

This team consists of technical staff members that are charged with supporting SharePoint goals and directives as determined by the Strategy Team, IT Management and the City’s Technology Steering Committee.  The Tactical Team consists of IT staff from multiple groups.
	Portal Site Administration
	Global

	Role:
	Responsible for administering SharePoint portal software. 

	Who:
	IT Application Support staff member(s)

	Responsibilities:
	· Initial SharePoint configuration
· SharePoint security and permissions

· SharePoint Business Continuity and Disaster Recovery

· Coordinate with the Database Administrator to determine and verify database backups
· Coordinate with the Network Services group to determine and verify other backups

· Provision new sites after approval process

· Work with site coordinator to determine timing and any appropriate site customization

· Provision new document libraries and other web parts after approval process

· Work with site coordinator to review library settings

· Train site coordinators and users

· SharePoint software (including search components) maintenance, troubleshooting and patching
· Manage SharePoint upgrades based on direction from the SharePoint Strategy Team




	Database Administration
	Global

	Role:
	Responsible for administering SharePoint database(s). 

	Who:
	IT Application Support staff member(s)

	Responsibilities:
	· Initial provisioning of initial SharePoint database(s)
· Database maintenance, troubleshooting and patching

· Database security
· Database backup


	Server & Data Storage Administration
	Global

	Role:
	Responsible for administering server hardware and data storage devices. 

	Who:
	IT Network Services staff member(s)

	Responsibilities:
	· Initial provisioning of data storage requirements
· Negotiate and setup appropriate data storage quotas.

· Setup server hardware including operating system

· Server and operating system maintenance, troubleshooting and patching
· Disk to Disk and tape backups as well as restores in coordination with  SharePoint Site and Database administrators


	Development
	Global

	Role:
	Responsible for SharePoint development. 

	Who:
	IT Application Support staff member(s)

	Responsibilities:
	· Identify development tools allowed
· Create and maintain site templates
· Source code and build control
· Development standards and best practices
· Themes and page layout development
· Maintaining design consistency with enterprise branding 


	SharePoint Department Coordinator
	Department Site

	Role:
	Responsible for managing department site content and acting as the department’s SharePoint coordinator with IT

	Who:
	Department staff member assigned by the Department Director

	Responsibilities:
	· Manage department site content
· Assist department staff with how to make the best use of the department site

· Coordinate department requests for modifications to the site

	
	· Communicate requests to the IT Department

	
	· Act as central point of contact for IT regarding the SharePoint Department site.  Pass on relevant information to other department staff regarding system maintenance and downtimes
· May be given ability to add new document libraries as needed




	SharePoint Project Coordinator
	Project Site

	Role:
	Responsible for managing a specific project site’s content and acting as the project’s SharePoint coordinator with IT

	Who:
	Department staff member assigned by the requesting Department’s Director or the Department Technology Coordinator

	Responsibilities:
	· Manage project site content

· Assist project team members with how to make the best use of the site

· Coordinate project team requests for modifications to the site

	
	· Communicate requests to the IT Department

	
	· Act as central point of contact for IT regarding the SharePoint Project site.  Pass on relevant information to other project team members regarding system maintenance and downtimes

· May be given ability to add new document libraries as needed




	SharePoint Collaboration Coordinator
	Collaboration Sites

	Role:
	Responsible for managing a specific collaboration site’s content and acting as the site’s SharePoint coordinator with IT

	Who:
	Department staff member assigned by the requesting Department’s Director or the Department Technology Coordinator

	Responsibilities:
	· Manage site content

· Assist collaboration team members with how to make the best use of the site

· Coordinate collaboration team requests for modifications to the site

	
	· Communicate requests to the IT Department

	
	· Act as central point of contact for IT regarding the SharePoint Collaboration site.  Pass on relevant information to other collaboration team members regarding system maintenance and downtimes

· May be given ability to add new document libraries as needed




Section 4: Communications

Communications efforts, …..

The City of Everett SharePoint Communications consist of a series of methods developed to inform the SharePoint user community of any issues that may impact their ability to utilize this tool. These methods are based on event triggers which elicit a specific response from the appropriate entity, to the appropriate group, and in a manner appropriate to the situation. As outlined below, protocols will be followed to ensure the timely notification for any event that negatively impacts work flow.
	Planned System Outages

	Trigger event
	Audience/s
	 Method
	Timing
	Responsible Party
	Implementation Steps

	Software Upgrade & Maintenance
	All IT Staff, SharePoint Dept and, SharePoint Project Coordinators,
Department Technology Coordinators
	Email 
	Initial: 

   1 week prior to upgrade.

Final Follow Up:

   48 hours prior to upgrade.
	Upgrade project manger notifies IT Manager.  IT Manager quarterbacks communications.
	

	
	All Staff
	Web Page/ Intranet Home Page
	Initial:

1 Weeks prior add announcement to Portal Home Page
	
	

	
	All Staff
	Web Page
	Maintenance Page available during expected downtime.
	SharePoint Server Administrator
	

	Hardware Upgrade
	All IT Staff, SharePoint Dept and, SharePoint Project Coordinators,

Department Technology Coordinators 
	Email
	Initial: 

   1 week prior to upgrade.

Final Follow Up:

  48 hours prior to upgrade.
	Upgrade project manger notifies IT Manager.  IT Manager quarterbacks communications
	

	
	All Staff
	Web Page
	Initial:

1 Week prior add announcement to Portal Home Page
	
	

	
	All Staff
	Web Page
	Available during expected downtime.
	SharePoint Server Administrator
	

	SharePoint Site Maintenance
	All IT Staff, SharePoint Dept and, SharePoint Project Coordinators,

Department Technology Coordinators 
	Email


	Initial: 

1 week prior to upgrade.

Final Follow Up:

  48 hours prior to upgrade..
	Upgrade project manger notifies IT Manager.  IT Manager quarterbacks communications
	

	
	All Staff
	Web Page
	Initial:

1 Week prior add announcement to Portal Home Page
	
	

	
	All Staff
	Web Page
	Available during expected downtime.
	SharePoint Server Administrator
	

	Department or Project Site Maintenance
	All IT Staff, SharePoint Dept and, SharePoint Project Coordinators,

Department Technology Coordinators
	Email


	Initial: 

1 week prior to upgrade.

Final Follow Up:

  48 hours prior to upgrade.
	Upgrade project manger notifies IT Manager.  IT Manager quarterbacks communications
	

	
	Department Staff
	Web Page
	Available during expected downtime.
	SharePoint Server Administrator
	

	Other
	All staff
	Email
	Initial: 

1 week prior to upgrade.

Final Follow Up:

  48 hours prior to upgrade.
	
	

	
	All Staff
	Web Page
	Available during expected downtime.
	SharePoint Server Administrator
	


	Unplanned System Outages

	Trigger event
	Audience/s
	Communication Method
	Timing
	Responsible Party
	Implementation Steps

	Hardware Failure
	All IT Staff, SharePoint Dept and, SharePoint Project Coordinators,

Department Technology Coordinators
	Email
1078 Phone Intercept Message
	Immediate
	Help Desk
	

	
	
	
	
	
	

	Software Failure:
   Global
	All staff
	Email
	Immediate
	Helpdesk
	

	Software Failure:

   Site
	Site Coordinator
	Email

Phone Call
	Immediate
	Helpdesk
	


Section 6: Backup and Restore

This section establishes SharePoint backup and restore policies.

SharePoint Backup and Restore procedures are detailed in the SharePoint Disaster Recovery document. Here is an overview of what is being backed up and the general process for restoring content:

NOTE: “stsadmin” is a SharePoint command line tool
	Intranet Portal
	Site Collection

	Description:
	This is all the sites in SharePoint

	Backup:
	This is backed up with both stsadmin and SQL Server


	Restore:
	This can be restored to the production server in case of the SQL Server failing or to a development environment for testing


	Department Sites
	Site

	Description:
	This is each Department Site including all content and sub sites

	Backup:
	These are backed up with both stsadmin and SQL Server

	Restore:
	This can be restored to the production server in case of the SQL Server failing as part of the Intranet site collection or just the site itself to a temporary site for the purpose of recovering specific content such as documents or web pages


	Project Sites
	Site

	Description:
	This is each Project Site including all content 

	Backup:
	These are backed up with both stsadmin and SQL Server

	Restore:
	This can be restored to the production server in case of the SQL Server failing as part of the Intranet site collection or just the site itself to a temporary site for the purpose of recovering specific content such as documents or web pages


	Documents
	Content

	Description:
	Documents are any type of content stored in Document Libraries 

	Backup:
	These are backed up with both stsadmin and SQL Server. Also, if a document or document library is deleted, it is sent to the “Recycle Bin” where it may be recovered for up to 30 days from deletion

	Restore:
	This can be restored to the production server in case of the SQL Server failing as part of the Intranet site collection or the site containing the document may be restored to a temporary site and recovered. Also, if the document has been deleted, it may be restored from the “Recycle Bin” for up to 30 days from deletion


	Lists
	Content

	Description:
	Lists are any type of content stored in Lists 

	Backup:
	These are backed up with both stsadmin and SQL Server. Also, if a list or list item is deleted, it is sent to the “Recycle Bin” where it may be recovered for up to 30 days from deletion

	Restore:
	This can be restored to the production server in case of the SQL Server failing as part of the Intranet site collection or the site containing the list may be restored to a temporary site and recovered. Also, if the list or list item has been deleted, it may be restored from the “Recycle Bin” for up to 30 days from deletion


Restore Window

In accordance with the backup policy, deleted or corrupted content may be restored up to three (3) weeks from the time it was deleted or corrupted. The possible exemption to this is site content including documents and lists that utilize the SharePoint “Recycle Bin” that have been deleted. In that case, the content may be restored up to three (3) weeks from the time it was deleted from the “Recycle Bin”.

Special Backup Mechanisms for Document Libraries

	Recycle Bin
	

	Description:
	· Captures deleted items

· Two-Tiered: One Site level “Recycle Bin” and one Administrator level “Recycle Bin”

· Tier 1: Documents deleted are sent to a site level “Recycle Bin” that is accessible by site “Members” to restore deleted content or delete from the “Recycle Bin”.
· Tier 2: Documents that are deleted from site level “Recycle Bins” are sent to the Administrator level “Recycle Bin”. Only SharePoint Administrators may access the tier 2 “Recycle Bin”
· Documents will be automatically deleted from the tier 1 “Recycle Bin” after thirty (30) days and from the tier 2 “Recycle Bin” after sixty (60) days. See SLA for more information.


	Document 
Versioning
	

	Description:
	Versioning addresses the issue of losing data by overwriting a document. It allows the document library to keep multiple copies of the same document. In the event of an unwanted change, an overwrite, or a document corruption, the previous version can easily be restored by the end user. You turn on versioning at the library or list level. Items and files can be versioned.  There are two types of versioning, simple and draft.


Section 7: Change Management

This section establishes policies for managing changes to the global SharePoint environment.

Any proposed changes to the configuration of, or the processes related to the SharePoint environment that are not clearly referenced in this document must trigger a Request for Change (RFC) being submitted to the IT Change Management Process.  Once an RFC has been approved, this governance document may need to be updated to reflect the process or configuration.
The IT Change Management process diagram and an RFC template can be found in the IT Change Management SharePoint site.

Section 8: Security

This section establishes SharePoint security policies.

The SharePoint Site Administrator is responsible for security settings and maintenance of those settings such that they meet the requirements recorded in this document.  Changes to SharePoint security standards must be approved by the IT Change Advisory Board.
SharePoint Security Model

Security in SharePoint will be managed at the site level. Each site will have three groups created to manage users: “<site name> Owners”, “<site name> Members” and “<site name> Visitors”. Each of these groups will contain a list of Active Directory Users or Groups depending on the security needs. Active Directory Distribution Lists may not be a member of any group. The three security groups will have the following site roles:

	Group:
	Role:

	<Site Name> Owner
	Up to ”Manage Hierachy” of the SharePoint site 

	<Site Name> Member
	Contribute to the SharePoint site

	<Site Name> Visitor
	Read the SharePoint site


Site Content Security
All content of each site, with the exception of sub sites, will inherit permissions from the site. Any content requiring explicit permission will be reviewed on a case by case basis.

Department Site Security
Each department director will designate a person to become the site owner (Department Site Coordinator). To start out the site owner with be given “Approval” rights.  The site owner will then be responsible for creating and managing all department site content. The department Active Directory security group will be added to the “Member” group to allow department users to contribute. Instead of creating a site specific “Visitor” group, department sites will inherit the “Portal Visitors” group with read only permission.

Project Site Security

The project site requester will designate a person to become the site owner (Project Site Coordinator). The site owner will be given “Manage Hierachy”.  The site owner will then be responsible for creating and managing all project site content. The requester will also specify which Active Directory users will be added to the Member group and whether the requester’s department users will be added to the Visitors group.

Portal Site Security

The IT Director will designate who will be Portal Site Administrators.  The Portal Owners group should be left empty. The Mayor’s Office will designate who will be a member of the Portal Members group for the purpose of managing global content such as City wide news items, announcements, etc. All City users will be a member of the Portal Visitors group.

SharePoint Authentication

At this time, only NTLM authentication will be allowed.
Section 9: Site Governance

This section establishes policies and procedures for managing the non-technical SharePoint environment. 

Taxonomy and Site Hierarchy:  This sub section could have references to our style guide and our existing site hierarch diagrams
Site Management:
	Site Type: Global
	

	New Site Request:
	N/A

	Content:
	Global content is managed and is the responsibility of the Public Information Office and the IT Director.


	Site Type: Department Sites
	

	New Site Request:
	Must be requested by Department Director and approved by the IT Director.  A new site request must identify a SharePoint department coordinator.  New department sites will be provisioned by the SharePoint Site Administrator using a standard Department Site template.

	Content:
	Department content is maintained by the SharePoint Department Coordinator.  Appropriateness of department content is the responsibility of the department director.  

	Document Management:
	

	How Do I Questions:
	Department “How do I…” questions can be added and are managed by the Department SharePoint Coordinator.


	Site Type: Project Sites
	

	New Site Request:
	Must be requested by the appropriate Department Technology Coordinator and approved by the IT Director.  A new site request must identify a SharePoint project coordinator.  New project sites will be provisioned by the SharePoint Site Administrator using standard Project Site templates.

	Content:
	Project content is maintained by the SharePoint Project Coordinator.  Appropriateness of project site content is the responsibility of the requesting department’s director.

	Document Management:
	The retention period of all project documents will be six years beyond the project close or completion date.  Non-public record information may be deleted by the SharePoint Site Administrator one year after the project close or completion date.

	Web Parts:
	The following SharePoint Web Parts are approved to be added by the site coordinator:

Document Libraries 
Surveys



	
	


	Site Type: Collaboration Sites
	

	Collaboration Site Description:
	Collaboration sites support ongoing inter-departmental collaboration efforts that do not relate directly to a project.  An example might be the need to regularly share information between Engineering, Planning, Public Works and Planning regarding building permits.  Within this governance document, unless exceptions are noted, Collaboration sites will be provisioned and managed in the same manner as are Project sites.

	New Site Request:
	Set Site Type: Project Sites

	Content:
	Set Site Type: Project Sites

	Document Management:
	Set Site Type: Project Sites

	Web Parts:
	Set Site Type: Project Sites 

	
	


	Site Type: “My Site” Sites
	

	New Site Request:
	Based on direction from the SharePoint Strategy Team, “My Site” sites will not be provisioned or supported.

	Content:
	


	Site Type: Extranet Sites
	

	New Site Request:
	Based on direction from the SharePoint Strategy Team, external access to SharePoint sites is a future goal but is not supported at this time.

	Content:
	


Web Part Management:
	Web Part: Document Libraries
	

	New Document Library Request:
	Site coordinators that have been given “Manage Hierarchy” of their site are authorized to create document libraries as needed.  Otherwise, a site coordinator may request that IT setup a new document library, new document libraries will then be provisioned by the SharePoint Site Administrator using standard document library templates.

	Content:
	Document library content is maintained by the designated Department or Project SharePoint Coordinator.  

	Document Management:
	A retention schedule should be identified for document libraries.  It is the responsibility of the department that requested the document library to assign and maintain the appropriate records retention procedures.

	Document Library Settings:
	The following document library settings should be reviewed at the time of library creation:
Versioning: By default:

Set “Require Approval?” to No,

Turn on versioning, use major version, 

Set “Keep the following number of major versions:” to 10,
Set “Require documents to be checked out before they can be edited?” to Yes.
This will be deployed using a Document Library Template.
Security & Permissions
Views

Indexes:  Should a key word or index column be created for the document library and should it be a required field.


	
	


Section 11: Training

This section establishes SharePoint training policies.

The Portal Site Administrators are responsible for providing SharePoint orientation training sessions for all new SharePoint Department Coordinators and for all new SharePoint Project Coordinators.  To facilitate these sessions, the Point Portal Administrators will be responsible for creating and maintaining appropriate training/orientation checklists.
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�Kevin will update this language.





All trademarks are the property of their respective companies.

Microsoft and Windows are either registered trademarks or trademarks of Microsoft Corporation in the United States and/or other countries.

The names of actual companies and products mentioned herein may be the trademarks of their respective owners.
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