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SECTION 10
COMMUTE TRIP REDUCTION INCENTIVE

A financial incentive shall be established that encourages the
use of commute modes other than the single occupant vehicle by
employees of the City of Tumwater.

Employees become eligible to receive the incentive after
choosing a non-SOV commute mode a minimum number of times
over a set period of time.

Who is eligible for the incentive? All regular-status employees.

What is the incentive amount? The amount varies depending

upon the frequency of non-SOV commutes to work during a

calendar month.

4-6 days: $20
7-8 days: $30
9-10 days: $40
11-12 days: $50
13+ days:  $60

How do I sign up for the program?

a) To participate in the program, you need to complete an
enrollment form. An enrollment form can be obtained
from the City’s Employee Transportation Coordinator
(ETC). The ETC must receive the enrollment form before
you can be eligible for the incentive program. Retroactive
enrollment is not allowed.

b) To continue to be eligible for the program, you must have
qualified for, and received, a CTR incentive at least one
month in any consecutive 12 month period. Before you are
removed from the program, you will be notified in writing
by the Employee Transportation Coordinator (ETC).

c) If you have lost your eligibility for the program due to
lack of participation, you can sign up to re-enroll at any
time.
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SECTION 10
COMMUTE TRIP REDUCTION INCENTIVE

How do I file for my incentive?

a) Once enrolled in the program, you will clearly identify the
number of times in the month you used a non-SOV
commute mode on your timesheet in order to qualify for
the incentive. If timesheets are due before the end of the
month you must make a reasonable assumption as to
which of the days between timesheet deadline and the end
of the month will be non-SOV commute days.

When do I get paid my incentive money? You will receive your

incentive pay in your regular paycheck. Payments you receive

under this policy are subject to income and payroll taxes.

What types of alternative commute modes qualify? To qualify for

the incentive payment you must commute fo work using a

method other than a single occupant vehicle. You must actually

report to work the day for which you claim the incentive.

I drove an SOV to work but got home via a non-SOV mode, does

that count? No, only the trip TO work counts for a qualifying

commute for purposes of this policy.

I drove an SOV to work, drove home at lunch, and walked or

bicycled back to work after lunch, does that count? No, only the

first trip to work counts for a qualifying commute for purposes of
this policy.

Does my “flex” day count as a non-SOV day? Not for purposes of

this incentive plan. Nor do vacation, sick, or other days off

count. If you are required by your supervisor to work on your
flex day, then you can count that day if you use a non-SOV
commute mode.

I work weekends, do Saturdays and Sundays count? Yes, if you

are scheduled and report to work between 6:00 a.m. and 9:00

a.m. on Saturday or Sunday and use a non-SOV mode to

commute to work, you can count that trip toward the incentive

program. If you are not required by your supervisor to work and
choose to work on a day off, that day does not count as a non-

SOV day regardless of your commute mode.
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SECTION 10
COMMUTE TRIP REDUCTION INCENTIVE

I'm going to (or at) a conference/class/training, does that qualify?
If you are attending a conference that starts between 6:00 a.m.
and 9:00 a.m. on a regularly scheduled work day, your mode of
transportation getting to the conference, class, or training will
determine if the trip qualifies. If you are traveling by airplane,
your mode of getting to the airport will determine if the
conference, class or training qualifies. If going by car, the trip
only qualifies as a commute if you are traveling to the site from
home. If you are staying in a hotel, the mode of transportation
you use from the hotel to the event site does not constitute a
commute.

I have a City vehicle assigned to me that I drive to/from work, do
I qualify? Depends, driving your City-assigned vehicle as a
single occupant is still a single occupant vehicle. Your ability to
transport passengers is subject to the City’s Operating Policies,
Section 8: vehicle usage.

Does taking my child to school/daycare count? To qualify for the
program, your trip must be a non-SOV mode. To qualify as a
non-SOV commute, at least one other person in the car with you
must be at least 16 years of age, and that person needs to be in
the car with you for at least 50% of your commute.

Does taking my spouse/domestic partner/friend to work count?
As long as the commute takes a vehicle trip from the roadway,
the identity of the passenger does not matter, but they are
subject to the minimum age requirement of 16 in order to be a
non-SOV commute.

My carpool is with another City of Tumwater employee, who
gets the incentive pay? Potentially, both employees. As long as
both carpoolers otherwise qualify (50+% of trip, regular-status
employee, etc.) both employees can claim the trip as a qualifying
carpool commute.

My spouse/domestic partner/friend does not have a driver’s
license or car, does it still count? As long as that person could
possess a driver’s license or could own a car (regardless of their
reasons for not having a driver’s license or car), then the
commute counts as a non-SOV trip.
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SECTION 10
COMMUTE TRIP REDUCTION INCENTIVE

I carpooled/vanpooled to work and now I need to leave work due
to an emergency, what do I do? The City recognizes that certain
emergency situations (illness, family emergency, acts of nature,
etc.) will occur. An employee in this situation is encouraged to
talk to their supervisor to find out what alternatives there may
be for transportation home. If the employee is the driver of the
carpool or vanpool, he or she will want to contact the passengers
of the vehicle and/or follow pre-arranged protocols. If the
employee is a passenger of the carpool or vanpool, another staff
member may be able to take the employee home in a personal
vehicle. Other options include the bus or a taxi, at the
employee’s expense. If the City employee is the passenger of a
carpool or vanpool that must leave early due to an emergency,
the employee may be granted up to one and one-half hour of
paid administrative leave, similar to tardiness leave due to
inclement weather as provided for in City Personnel Policies,
Section 6. Absences beyond one and one-half hour will be as
provided for under the City’s inclement weather/disruptions of
transportation system policy in Personnel Policy Section 6. If
such absences or emergency situations become so numerous as
to significantly affect the operations of the employee’s
department, the supervisor reserves the right to handle the
issue as an attendance matter as provided for under City
Personnel Policies.

How many miles must I travel? There is no minimum mileage
amount to qualify. However, at least 50% of your trip must have
been as a non-SOV to qualify.

How are my miles determined? You total miles for purposes of
determining your trip percentage pursuant to the preceding
paragraph is calculated based on the most reasonable route a
prudent person would take.

Who verifies that I really had a non-SOV commute? When your
supervisor signs your timesheet he/she is verifying that all
information on the timesheet is accurate. If someone believes
that another individual is receiving an incentive and doesn’t
qualify for it, they should report the apparent discrepancy to the
City’s Employee Transportation Coordinator (ETC).
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SECTION 10
COMMUTE TRIP REDUCTION INCENTIVE

Disputes/Appeals. The ETC is responsible for investigating
claims of misuse of the program. If an employee feels that he/she
should be allowed to receive the incentive under this policy and
the ETC has determined that the individual does not qualify,
the employee may appeal the decision to the Human Resources
Director. The decision of the Human Resources Director is final.

Misuse/Abuse: An employee who is found to be willfully
misusing the program and, therefore, falsifying his/her
timesheet may be subject to disciplinary action provided for in
the City’s Personnel Policies, Section 4.

How long will this program continue? This program is
implemented as a pilot project. It will be evaluated annually for
its effects towards helping the City of Tumwater achieve the
state’s Commute Trip Reduction goals.

Severability. The City reserves the right to terminate this
program at any time after giving affected employees 30 days
advance written notice.
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SECTION 11
MODIFIED ASSIGNMENT/RETURN TO WORK PROGRAM

11.01 Purpose
11.02 Reference
11.03 Policy
11.04 Procedures

11.01 Purpose

The City of Tumwater considers employees its most valuable asset.
Therefore, it is the policy of the City to encourage injured workers to return
to work following a job-related injury or illness as soon as authorized by their
health care provider. In the event an employee cannot return to work without
restrictions, the City will make available, within the limitations of this policy,
modified work assignments that accommodate the work restrictions ordered
by the health care provider. By doing so, we show our commitment to our
employees to work together to minimize the human and financial loss
associated with employee injury.

11.02 Reference
RCW 51.32.090
11.03 Policy

11.03.01 This program is designed to:
a. assist the recovery process by providing a focus and a goal for
return of the injured worker
b. benefit employees by allowing resumption of full wages as
soon as possible, and
c. benefit the City of Tumwater, and its employees, by reducing
workers' compensation and retraining costs.

11.03.02 The Modified Assignment/Return to Work Program creates a
temporary work assignment for an injured individual for a
maximum six month period. It is not intended to be a guarantee
of permanent continued employment. If at any time during the
six month period it is determined that the employee will be
unable to perform the essential job functions of his or her job at
the conclusion of the six month period, the City will evaluate the
employee's situation. Depending upon the outcome of the
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MODIFIED ASSIGNMENT/RETURN TO WORK PROGRAM

11.03 Policy

11.03.03

11.03.04

11.03.05

11.03.06

03/2009

evaluation, it i1s possible that the City may terminate the
person's employment. Termination of employment does not
preclude provision of worker's compensation benefits as provided
by Washington state statutes.

Return to work assignments are intended to assist workers who
are transitioning back to work after a temporary disability. Any
modified assignment will be at the discretion of the City and
subject to periodic review. The City has the ability to cease or
change the modified assignment at any time within the
limitations provided for in this policy. Nothing implies that
modified assignment is permanent.

Department Managers may offer modified assignment/return to
work to a person with an injury or illness not related to work, at
their discretion. Department Managers are encouraged to
evaluate each situation separately to determine what modified
work may be available, the number of modified work requests at
the current time and in the near future, and the work
restrictions of the individual making the request. Nothing in
this policy compels a department to offer this program to an
employee injured off the job or with an illness not caused by the
job.

An injured employee has the right to turn down a modified
assignment. However, since the Department of Labor and
Industries (L&I) requires an injured worker to actively
participate in all return-to-work activities while receiving
benefits, the worker’'s medical and time-loss compensation
benefits may be suspended if a modified assignment is declined.

An injured worker will be paid his/her regular rate of pay during
any modified assignment period. Any benefits applicable to the
employee would be paid as if the employee was working his/her
regular job.
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11.04.01

11.04.02
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Provided that work is available, the City will make every
reasonable effort to seek modified assignment/return to work
opportunities for all employees who are temporarily disabled
due to a work-related injury or illness, and to return employees
to work as early as medically possible. Return to work
opportunities will first be considered within the same job
classification 1n the same department. Return to work
opportunities will then be considered in a different job
classification in the same department. In the event work
opportunities do not exist within the employee’s original
department, work opportunities in other departments will be
pursued.

The City 1s committed to making modified assignment/return to
work a priority. The injured employee, the employee’s health
care professional, the employee’s supervisor, the employee’s
Department Manager and the Human Resources Department
are all responsible for coordinating the modified
assignment/return to work program.

The success of this program depends upon teamwork, with all
members of the team knowing and understanding their
respective  responsibilities. Department Managers and
supervisors are responsible for determining modified work
assignment possibilities and determining if the modified
assignment 1is acceptable based on the employee’s work
restrictions. Human Resources will coordinate communication
efforts between the employee, the health care professional, and
L&I. Human Resources will also assist in exploring modified
work assignments if the search for a modified assignment
extends beyond the employee’s original department.
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11.04 Procedures

11.04.04
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Employee’s Responsibility: Upon release, by a health care
professional, to return to work on a light duty/modified
assignment, it is the employee’s responsibility to submit written
documentation of the release, and any accompanying
restrictions to his/her supervisor. The employee must participate
as an active member of the modified assignment/return to work
team to establish a work plan. This work plan will include an
expected date that the employee will be able to return to work
without restrictions. The employee must continue to work with
his/her health care professional to receive periodic updates to
the work restrictions and a schedule for transition back to
full/regular duties. The employee has a responsibility to accept a
modified assignment which meets the limitations specified by
the health care professional. In the event of any dispute as to
the employee's ability to perform the available work offered by
the City, the department of Labor and Industries will make the
final determination, in situations involving on-the-job injuries.

Supervisor Responsibilities: It is the supervisor’s responsibility
to determine whether modified assignment/return to work is
appropriate and in the best interest of the City. Part of this
analysis will include the injured employee’s medical limitations
as well as the employee’s skills and abilities. If a position is
available, it i1s the supervisor’s responsibility to provide, in
writing, to the health care professional and the injured worker a
description, including the physical demands, of the modified
assignment for both the health care professional and the
employee’s written approval. The supervisor will also review the
modified assignment every 60 days after the job modification
has been approved, or sooner if necessary, for further
modification, if needed.
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If at any time during the six month period it is determined that
the employee will not be able to perform the essential functions
of his or her position at the completion of the six month period,
the City, through the Human Resources Department, will
evaluate the employee's situation. Depending on the outcome of
this evaluation, the City may terminate the person's
employment.

An employee who attempts to return to work and finds that the
injury or illness prevents him/her from continuing the modified
assignment should immediately consult with his/her health care
professional. In the event the employee is restricted from all
work by the health care professional, time-loss payments from
L&I could resume.

An employee who returns to work on a modified assignment that
results in fewer hours worked than normal could still be eligible
for some compensation from L&I. Such payments are subject to
the regulations that govern time loss and loss of earning power
payments.
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SECTION 12
NON-DISCRIMINATION

12.01 Purpose

12.02 References

12.03 Definitions

12.04 Policy

12.05 Procedure

12.06 Title VI Coordinator

12.01 Purpose

To establish a policy and procedure related to ensuring non-discrimination in
all of its programs and activities, whether those programs and activities are
federally funded or not.

12.02 References

Title VI of the Civil Rights Act of 1964 and the Civil Rights Restoration Act of
1987 (P.L. 100.259)

12.03 Definitions

12.03.01 “Programs or activities™ Includes all programs or activities of
Federal Aid recipients, sub-recipients, and contractors/
consultants, whether such programs and activities are federally
assisted or not.

12.04 Policy

The City of Tumwater assures that no person shall on the grounds of race,
color, national origin, or sex, be excluded from participation in, be denied the
benefits of, or be otherwise subjected to discrimination under any program or
activity. In the event the City distributes federal aid funds to a sub-recipient,
the City will include Title VI language in all written agreements and will
monitor for compliance.

The Human Resources Director is responsible for initiating and monitoring
Title VI activities, preparing reports and other responsibilities as required by
23 Code of Federal Regulation (CFR) 200 and 49 Code of Federal Regulation
21.
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NON-DISCRIMINATION

12.05 Procedure
The City will maintain an approved Title VI plan. Due to the size and
complexity of the plan, it will be maintained in a separate document and is

available by contacting the Title VI Coordinator as identified in 12.06 of this
policy.

12.06 Title VI Coordinator

The City of Tumwater’'s Human Resources Director will be the Title VI
Coordinator in compliance with this policy.
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SECTION 13
INSURANCE ENROLLMENT

13.01 Purpose

13.02 Policy

13.03 Group Election

13.04 Minimum Participation
13.05 Management Prerogative

13.01 Purpose

To establish a policy and procedure for non-represented employees related to
various insurance enrollment situations thereby establishing criteria for
various situations to ensure equitable treatment of employees.

13.02 Policy

There may be times when the City of Tumwater is required to comply with
certain underwriting rules of the insurance provider(s) in order to provide
and maintain various insurance benefits for City employees. When such
underwriting rules require something other than individual election for an
insurance program, the City will follow the procedures outlined below to
enact the benefit options of the employee. Any underwriting rule will
supersede this policy.

13.03 Group Election

13.03.01 Some benefit options are available on a group-by-group basis.
The City of Tumwater defines a group by 1) a set of employees
covered under a union contract or 2) a set of employees reporting
to the same Department Manager. In cases where a minimum
group size must be established, smaller departments may be
combined to meet the minimum group size.

13.03.02 Group elections can be called for at any time. A vote will be
taken regarding the benefit choice(s) and the majority of those
votes received will determine the outcome of the election. Only
members of the group will be permitted to vote regarding that
group’s coverage. Elections can occur once per calendar year per
benefit option. Changes to the benefit offerings as a result of the
vote will occur in a timeframe subject to rules of the benefit
provider and the City’s cafeteria plan document, if applicable.
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13.04.03
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Some benefit options available to City employees are available
by individual choice. In such circumstances, it is common for the
benefit underwriting rules to require that the plan maintain a
minimum level of participation, thus restricting the number of
people who “opt-out” of that particular benefit.

The Human Resources Department will calculate the
appropriate number of “opt-out” slots for each benefit on
November 1st of each year.

If a minimum participation threshold is established, the City
will determine “opt-out” eligibility based on seniority of regular-
status continuous employment with the City. Employees
wishing to “opt-out” of a specific benefit must make a written
request to the Human Resources Department. The request must
1dentify which benefit(s) the employee wishes to opt-out of.

Annually on November 1st, or the first working day following,
the Human Resources Department will generate an “opt-out” list
per benefit based on the seniority of those who have submitted
written requests to opt out prior to November 1st.

In the event of a tie in seniority, the tie-breaker will be the date
on which the written notice of the request to “opt-out” was
received by the Human Resources Department. In the event that
a tie remains, a random drawing will be conducted. The results
of the drawing will determine how the names are ranked on the
eligibility list.

Once an employee has been granted the opportunity to “opt-out”
of a benefit, the employee maintains that “opt-out” status unless
the employee notifies the Human Resources Department, in
writing, of the desire to enroll in that benefit. The employee
granted an “opt-out” may need to provide proof of other coverage
to the Human Resources Department upon request. Failure to
provide proof of coverage will result in the employee being
reinstated to the least expensive insurance program and loss of
“opt-out” status. That employee can re-apply for the “opt-out”
list with proof of other coverage and subject to the terms of this
policy.
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INSURANCE ENROLLMENT

13.04 Minimum Participation

13.04.07

13.04.08

13.04.09

13.04.10

Employees not yet granted an “opt-out” will remain on the
seniority list for future “opt-out” slots. An employee on the list
does not need to submit any further documentation to remain on
the “opt-out” list. An employee should notify the Human
Resources Department, in writing, if the employee wishes to be
removed from the “opt-out” list.

The Human Resources Department will notify any newly eligible
“opt-out” employee of his/her “opt-out” eligibility by November
15th,

The activation date of any new “opt-out” will be January 1 of the
year following notification of the employee’s eligibility to “opt-
out”.

Employees generally may not “opt-out” of an insurance plan
unless they have equivalent insurance elsewhere. Policies for
“opt-out” eligibility are governed by the insurance plan’s
underwriting rules.

13.05 Management Prerogative

Nothing in this policy prohibits the City of Tumwater from pursuing
alternative benefit options or benefit providers for City employees.
Management reserves the right to change benefit offerings, change benefit
providers, and/or change the benefit allowance structure as it deems
necessary and prudent to business operations.

02/2009
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SECTION 14
HIPAA PRIVACY

14.01 Purpose

14.02 Definitions

14.03 Plan’s Responsibilities as a Covered Entity
14.04 Policies on Use and Disclosure of PHI
14.05 Policies on Individual Rights

14.01 Purpose

14.01.01 The City of Tumwater ("the City") sponsors and self-administers
a group health plan (Health Care Flexible Spending Account
program) (“the Plan”). Members of the City’s workforce may
have access to the individually identifiable health information of
Plan participants (1) on behalf of the Plan itself; or (2) on behalf
of the City, for administrative functions of the Plan.

14.01.02 The Health Insurance Portability and Accountability Act of 1996
(HIPAA) and its implementing regulations restrict the City's
ability to use and disclose protected health information (PHI).

14.01.03 It is the City’s policy to comply fully with HIPAA's requirements.
To that end, all members of the City’s workforce who have access
to PHI must comply with this Privacy Policy.

14.01.04 No third party rights (including, but not limited to, rights of Plan
participants, beneficiaries, covered dependents, or business
associates) are intended to be created by this Policy. The City
reserves the right to amend or change this Policy at any time
(and even retroactively) without notice. To the extent this Policy
establishes requirements and obligations above and beyond
those required by HIPAA, the Policy shall be aspirational and
shall not be binding upon the City. This Policy does not address
requirements under other federal laws or under state laws.
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SECTION 14
HIPAA PRIVACY

“Business Associate” — An entity that performs or assists in
performing a Plan function or activity involving the use and
disclosure of protected health information (including claims
processing or administration, data analysis, underwriting, etc.);
or provides legal, accounting, actuarial, consulting, data
aggregation, management, accreditation, or financial services,
where the performance of such services involves giving the
service provider access to PHI.

“Designated Record Set” - is a group of records maintained by or
for the City that includes the enrollment, payment, and claims
adjudication record of an individual maintained by or for the
Plan, or other PHI used, in whole or in part, by or for the Plan to
make coverage decisions about an individual.

“Disclosure” - For information that 1is protected health
information, disclosure means any release, transfer, provision of
access to, or divulging in any other manner of individually
1dentifiable health information to persons not employed by or
working within the Human Resources Department of the City.

“Health Care Operations” - Health care operations means any of
the following activities to the extent that they are related to Plan
administration: conducting quality assessment and improvement
activities, reviewing health plan performance, conducting or
arranging for legal services and auditing functions, business
planning and development; and business management and
general administrative activities.

“Payment” - Payment includes activities undertaken to obtain
Plan contributions or to determine or fulfill the Plan's
responsibility for provision of benefits under the Plan, or to
obtain or provide reimbursement for health care. Payment also
includes:

a) eligibility and coverage determinations including

coordination of benefits and adjudication or subrogation of
health benefit claims;
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SECTION 14
HIPAA PRIVACY

b) risk adjusting based on enrollee status and demographic
characteristics; and

¢) billing, claims management, collection activities,
obtaining payment under a contract for reinsurance
(including stop-loss insurance and excess loss insurance)
and related health care data processing.

“Protected Health Information (PHI)” - Protected health information
means information that is created or received by the Plan and relates
to the past, present, or future physical or mental health or condition
of a participant; the provision of health care to a participant; or the
past, present, or future payment for the provision of health care to a
participant; and that identifies the participant or for which there is a
reasonable basis to believe the information can be used to identify the
participant. Protected health information includes information of
persons living or deceased.

“Use” - The sharing, employment, application, utilization,
examination, or analysis of individually identifiable health
information by any person working for or within the Human
Resources Department of the City, or by a Business Associate of
the Plan.

“Workforce” - For purposes of this Policy and the City’s more
detailed use and disclosure procedures, the City’s workforce
includes individuals who would be considered part of the
workforce under HIPAA such as employees, volunteers, trainees,
and other persons whose work performance is under the direct
control of the City, whether or not they are paid by the City. The
term "employee" includes all of these types of workers.
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SECTION 14
HIPAA PRIVACY

14.03 Plans Responsibilities as a Covered Entity

14.03.01 Privacy Official and Contact Person. The Employee Services
Program Manager will be the Privacy Official for the Plan. The
Privacy Official will be responsible for the development and
implementation of policies and procedures relating to privacy,
including but not limited to this Privacy Policy and the City's
more detailed use and disclosure procedures. The Privacy Official
will also serve as the contact person for participants who have
questions, concerns, or complaints about the privacy of their
PHI.

14.03.02 Workforce Training. It is the City’s policy to train all members of
its workforce with exposure to PHI on its privacy policies and
procedures. The Privacy Official is charged with developing
training schedules and programs so that all workforce members
receive the training necessary and appropriate to permit them to
carry out their functions within the Plan.

14.03.03 Technical and Physical Safeguards and Firewall

a) The City will establish on behalf of the Plan appropriate
technical and physical safeguards to prevent PHI from
Iintentionally or unintentionally being used or disclosed in
violation of HIPAA's requirements. Technical safeguards
include limiting access to information by creating computer
firewalls. Physical safeguards include locking doors or
filing cabinets.

b) Firewalls will ensure that only authorized employees will
have access to PHI, that they will have access to only the
minimum amount of PHI necessary for plan
administrative functions, and that they will not further
use or disclose PHI in violation of HIPAA's privacy rules.

14.03.04 Privacy Notice

a) The Privacy Official is responsible for developing and
maintaining a notice of the Plan's privacy practices that
describes:
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14.03.05

14.03.06

08/2008

b)

d)

1) the uses and disclosures of PHI that may be made
by the Plan;

2) the individual's rights; and

3) the Plan's legal duties with respect to PHI.

The privacy notice will inform participants that the City
will have access to PHI in connection with its plan
administrative functions. The privacy notice will also
provide a description of the City's complaint procedures,
the name and telephone number of the contact person for
further information, and the date of the notice.

The notice of privacy practices will be individually
delivered to all participants on an ongoing basis, at the
time of an individual's enrollment in the Plan or within 60
days after a material change to the notice.

The Plan will also provide notice of availability of the
privacy notice at least once every three years.

Complaints. The Human Resources Director will be the Plan's
contact person for receiving complaints. The Privacy Official is
responsible for creating a process for individuals to lodge
complaints about the Plan's privacy procedures and for creating
a system for handling such complaints. A copy of the complaint
procedure shall be provided to any participant upon request.

Sanctions for Violations of Privacy Policy. Sanctions for using
or disclosing PHI in violation of this HIPAA Privacy Policy will be
1mposed in accordance with the City's discipline policy in Section
4 of the Personnel Policies in this policy manual, up to and
including termination.
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14.03.07

14.03.08

14.03.09

08/2008

Mitigation of Inadvertent Disclosures of Protected Health
Information. The City shall mitigate, to the extent possible, any
harmful effects that become known to it of a use or disclosure of
an individual's PHI in violation of the policies and procedures
set forth in this Policy. As a result, if an employee becomes aware
of a disclosure of protected health information, either by an
employee of the Plan or an outside consultant/contractor, that is
not in compliance with this Policy, they shall immediately contact
the Privacy Official so that the appropriate steps to mitigate the
harm to the participant can be taken.

No Intimidating or Retaliatory Acts; No Waiver of HIPAA
Privacy.

a) No employee may intimidate, threaten, coerce,
discriminate against, or take other retaliatory action
against individuals for exercising their rights, filing a
complaint, participating in an investigation, or opposing
any improper practice under HIPAA.

b) No individual shall be required to waive his or her privacy
rights under HIPAA as a condition of treatment, payment,

enrollment or eligibility.

Plan Document

a) The Plan document shall include provisions to describe the
permitted and required uses and disclosures of PHI by the
City for plan administrative purposes. Specifically, the
Plan document shall require the City to:

1) not use or further disclose PHI other than as
permitted by the Plan documents or as required by
law;

2) ensure that any agents or subcontractors to whom it
provides PHI received from the Plan agree to the
same restrictions and conditions that apply to the
City;
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14.03.10

08/2008

3)

4)

5)

6)

7)

not use or disclose PHI for employment-related
actions or in connection with any other employee
benefit plan;

report to the Privacy Official any use or disclosure of
the information that is inconsistent with the
permitted uses or disclosures;

make PHI available to Plan participants, consider
their amendments and, upon request, provide them
with an accounting of PHI disclosures;

make the City's internal practices and records
relating to the use and disclosure of PHI received
from the Plan available to the Department of
Health and Human Services (HHS) upon request;
and

if feasible, return or destroy all PHI received from
the Plan that the City still maintains in any form
and retain no copies of such information when no
longer needed for the purpose for which disclosure
was made, except that, if such return or destruction
1s not feasible, limit further uses and disclosures to
those purposes that make the return or destruction
of the information infeasible.

b) The Plan document must also require the City to (1)
certify to the Privacy Official that the Plan documents
have been amended to include the above restrictions and
that the City agrees to those restrictions; and (2) provide
adequate firewalls.

Documentation

a) The Plan's and the City's privacy policies and procedures
shall be documented and maintained for at least six years.
Policies and procedures must be changed as necessary or
appropriate to comply with changes in the law, standards,
requirements and implementation specifications (including
changes and modifications in regulations). Any changes to
policies or procedures must be promptly documented.
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b) If a change in law impacts the privacy notice, the privacy
policy must promptly be revised and made available. Such
change 1s effective only with respect to PHI created or
received after the effective date of the notice.

c¢) The Plan and the City shall document certain events and
actions (including authorizations, requests for information,
sanctions, and complaints) relating to an individual's
privacy rights.

d) The documentation of any policies and procedures,
actions, activities and designations may be maintained in
either written or electronic form. Covered entities must
maintain such documentation for at least six years.

14.04 Policies on Use and Disclosure of PHI

14.04.01

14.04.02

14.04.03

08/2008

Use and Disclosure. The City and the Plan will use and disclose
PHI only as permitted under HIPAA.

Workforce Must Comply with City’s Policy and Procedures. All
members of the City's workforce (described at the beginning of
this Policy and referred to herein as "employees") must comply
with this Policy and with the City's more detailed use and
disclosure procedures, which are set forth in a separate
document.

Access to PHI Is Limited to Certain Employees. The
following employees ("employees with access") have access to
PHI: Human Resources Director, Employee Services Program
Manager, Administration Secretary, Accounting Technician(s),
Payroll Officer, Accounting Assistant(s) with responsibility for
payroll back-up, Assistant Finance Director and Finance
Director.
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14.04.04

14.04.05

14.04.06

08/2008

These employees with access may use and disclose PHI for plan
administrative functions, and they may disclose PHI to other
employees with access for plan administrative functions (but the
PHI disclosed must be limited to the minimum amount
necessary to perform the plan administrative function).
Employees with access may not disclose PHI to employees (other
than employees with access) unless an authorization is in place
or the disclosure otherwise is in compliance with this Policy and
the more detailed use and disclosure procedures.

Permitted Uses and Disclosures: Payment and Health Care
Operations

a) PHI may be disclosed for the Plan's own payment
purposes, and PHI may be disclosed to another covered
entity for the payment purposes of that covered entity.

b) PHI may be disclosed for purposes of the Plan's own
health care operations. PHI may be disclosed to another
covered entity for purposes of the other covered entity's
quality assessment and improvement, case management,
or health care fraud and abuse detection programs, if the
other covered entity has (or had) a relationship with the
participant and the PHI requested pertains to that
relationship.

No Disclosure of PHI for Non-Health Plan Purposes. PHI
may not be used or disclosed for the payment or operations of the
City's "non-health" benefits (e.g., disability, workers'
compensation, life insurance, etc.), unless the participant has
provided an authorization for such use or disclosure (as
discussed in "Disclosures of PHI Pursuant to an Authorization")
or such use or disclosure is required by applicable state law and
particular requirements under HIPAA are met.

Mandatory Disclosures of PHI: to Individual and HHS. A
participant's PHI must be disclosed as required by HIPAA in
two situations:
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14.04.07

14.04.08

08/2008

a) The disclosure is to the individual who is the subject of the
information (see the policy for "Access to Protected
Information and Request for Amendment" that follows);
and

b) The disclosure is made to HHS for purposes of enforcing
HIPAA.

Permissive Disclosures of PHI: for Legal and Public Policy
Purposes. PHI may be disclosed in the following situations
without a  participant's authorization, when specific
requirements are satisfied. The City's more detailed use and
disclosure procedures describe specific requirements that must
be met before these types of disclosures may be made. The
requirements include prior approval of the City's Privacy
Official. Permitted are disclosures:

a) about victims of abuse, neglect or domestic violence;
b) for judicial and administrative proceedings;

c¢) for law enforcement purposes;

d) for public health activities;

e) for health oversight activities;

f) about decedents;

g) for cadaveric organ, eye or tissue donation purposes;
h) for certain limited research purposes;

1) to avert a serious threat to health or safety;

j) for specialized government functions; and

k) that relate to workers' compensation programs.

Disclosures of PHI Pursuant to an Authorization. PHI may be
disclosed for any purpose if an authorization that satisfies all of
HIPAA's requirements for a valid authorization is provided by
the participant. All uses and disclosures made pursuant to a
signed authorization must be consistent with the terms and
conditions of the authorization.

014-10



CITY OF TUMWATER

POLICY MANUAL - PART 2: OPERATING POLICIES

SECTION 14
HIPAA PRIVACY

14.04 Policies on Use and Disclosure of PHI

14.04.09

08/2008

Complying With the "Minimum-Necessary" Standard.

a)

b)

HIPAA requires that when PHI is used or disclosed, the
amount disclosed generally must be limited to the
"minimum necessary" to accomplish the purpose of the
use or disclosure.

The "minimum-necessary" standard does not apply to any
of the following:

1) uses or disclosures made to the individual;

2) uses or disclosures made pursuant to a valid
authorization;

3) disclosures made to HHS;

4) uses or disclosures required by law; and

5) uses or disclosures required to comply with HIPAA.

Minimum Necessary When Disclosing PHI. For making
disclosures of PHI to the Human Resources Director,
Employee Services Program Manager, Administration
Secretary, Accounting Technician(s), Payroll Officer,
Accounting Assistant(s) with responsibility for payroll
back-up, Assistant Finance Director and Finance Director
for purposes of enrollment, payroll deductions, claim
payment and auditing, only the information necessary to
conduct the requested activity, such as enrollment, will be
communicated with the individual. Claim payments
require more information for eligibility verification. Claim
payment processing is limited to the Human Resources
Director, Employee Services Program Manager, and
Administration Secretary. Auditing activities require
access to claim payment information as well. Auditing
activities are limited to an Accounting Technician. As
financial oversight for the City, the Finance Director may
have occasional access to any or all PHI. Such access will
be limited to situations where the Finance Director is
enacting signatory or auditing authority in an imminent
situation that has arisen due to absence of others in the
chain of command.
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08/2008

d)

The Assistant Finance Director has access to banking and
payroll information associated with the Plan.

1) All other disclosures must be reviewed on an
individual basis with the Privacy Official to ensure
that the amount of information disclosed is the
minimum necessary to accomplish the purpose of
the disclosure.

Minimum Necessary When Requesting PHI. For making
requests for disclosure of PHI from the City’s Flexible
Spending Account Plan for purposes of Human Resources
Director, Employee Services Program Manager,
Administration Secretary, Accounting Technician(s),
Payroll Officer, Accounting  Assistant(s) with
responsibility for payroll back-up, Assistant Finance
Director and Finance Director for purposes of enrollment,
payroll deductions, claim payment and auditing, only the
information necessary to conduct the requested activity,
such as enrollment, will be requested from the Plan.
Claim payments require more information for eligibility
verification. Claim payment processing is limited to the
Human Resources Director, Employee Services Program
Manager, and Administration Secretary. Auditing
activities require access to claim payment information as
well. Auditing activities are limited to an Accounting
Technician. As financial oversight for the City, the
Finance Director may have occasional need to request any
and all PHI. Such requests will be limited to situations
where the Finance Director is enacting signatory or
auditing authority in an imminent situation that has
arisen due to absence of others in the chain of command,
or as necessitated by law. The Assistant Finance Director
has access to banking and payroll information associated
with the Plan.
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14.04.10

14.04.11

1) All other requests must be reviewed on an
individual basis with the Privacy Official to ensure
that the amount of information requested is the
minimum necessary to accomplish the purpose of
the disclosure.

Disclosures of PHI to Business Associates. Employees may
disclose PHI to the Plan's business associates and allow the
Plan's business associates to create or receive PHI on its behalf.
However, prior to doing so, the Plan must first obtain assurances
from the business associate that it will appropriately safeguard
the information. Before sharing PHI with outside consultants or
contractors who meet the definition of a “business associate,"
employees must contact the Privacy Official and verify that a
business associate contract is in place.

Disclosures of De-Identified Information. The Plan may freely
use and disclose de-identified information. De-identified
information is health information that does not identify an
individual and with respect to which there is no reasonable basis
to believe that the information can be used to identify an
individual. There are two ways a covered entity can determine
that information 1s de-identified: either by professional
statistical analysis, or by removing 18 specific identifiers.

14.05 Policies on Individual Rights

14.05.01

08/2008

Access to Protected Health Information and Requests for
Amendment. HIPAA gives participants the right to access and
obtain copies of their PHI that the Plan (or its business
associates) maintains in designated record sets. HIPAA also
provides that participants may request to have their PHI
amended. The Plan will provide access to PHI and it will
consider requests for amendment that are submitted in writing
by participants.
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14.05.02

08/2008

Accounting.

a) An individual has the right to obtain an accounting of

certain disclosures of his or her own PHI. This right to an
accounting extends to disclosures made in the last six
years, other than disclosures:

1) to carry out treatment, payment or health care
operations;

2) to individuals about their own PHI,

3) incident to an otherwise permitted use or disclosure;

4) pursuant to an authorization;

5) to persons involved in the individual's care or
payment for the individual's care or for certain
other notification purposes;

6) to correctional institutions or law enforcement when
the disclosure was permitted without authorization;

7) as part of a limited data set;

8) for specific national security or law enforcement
purposes; or

9) disclosures that occurred prior to the compliance
date.

b) The Plan shall respond to an accounting request within

60 days. If the Plan is unable to provide the accounting
within 60 days, it may extend the period by 30 days,
provided that it gives the participant notice (including the
reason for the delay and the date the information will be
provided) within the original 60-day period.

The accounting must include the date of the disclosure,
the name of the receiving party, a brief description of the
information disclosed, and a brief statement of the purpose
of the disclosure that reasonably informs the individual of
the basis for the disclosure (or a copy of the written
request for disclosure, if any). If a brief purpose statement
is included in the accounting, it must be sufficient to
reasonably inform the individual of the basis of the
disclosure.
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14.05.03

14.05.04

08/2008

d)

The first accounting in any 12-month period shall be
provided free of charge. The Privacy Official may impose
reasonable production and mailing costs for subsequent
accountings.

Requests for Alternative Communication Means or Locations

a)

b)

Participants may request to receive communications
regarding their PHI by alternative means or at alternative
locations. For example, participants may ask to be called
only at work rather than at home. Such requests may be
honored if, in the sole discretion of the City, the requests
are reasonable.

However, the City shall accommodate such a request if the
participant clearly provides information that the
disclosure of all or part of that information could
endanger the participant. The Privacy Official has
responsibility for administering requests for confidential
communications.

Requests for Restrictions on Uses and Disclosures of

Protected Health Information. A participant may request

restrictions on the use and disclosure of the participant's PHI. It
1s the City's policy to attempt to honor such requests if, in the
sole discretion of the City, the requests are reasonable. The
Human Resources Department is charged with responsibility for
administering requests for restrictions.
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15.01 Purpose

15.01.01 The City of Tumwater (the City) sponsors and self-administers a
group health plan (Health Care Flexible Spending Account
program) (the Plan). Members of the City's workforce may
create, receive, maintain, or transmit electronic protected health
information (as defined below) on behalf of the City, for Plan
administration functions. The Plan may also have one or more
business associates that perform functions for the Plan.

15.01.02 The Health Insurance Portability and Accountability Act of 1996
(HIPAA) and its implementing regulations require the Plan to
implement various security measures with respect to electronic
protected health information (electronic PHI).

15.01.03 It 1s the Plan's policy to comply fully with HIPAA’s
requirements.

15.01.04 No third-party rights (including but not limited to rights of Plan
participants, beneficiaries, or covered dependents) are intended
to be created by this Policy. The Plan reserves the right to
amend or change this Policy at any time (and even retroactively)
without notice. To the extent that this Policy establishes
requirements and obligations above and beyond those required
by HIPAA, the Policy shall be aspirational and shall not be
binding upon the Plan. This Policy does not address
requirements under federal laws other than HIPAA or under
state laws.

01/2007 015-1



CITY OF TUMWATER

POLICY MANUAL - PART 2: OPERATING POLICIES

15.02 Definitions

15.02.01

15.02.02

15.02.03
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15.02.05
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“Business Associate” - an entity (other than the City) that:

a) Performs or assists in performing a Plan function or
activity involving the use and disclosure of protected
health information (including claims processing or
administration, data analysis, underwriting, etc.); or

b) Provides legal, accounting, actuarial, consulting, data
aggregation, management, accreditation, or financial
services, where the performance of such services involves
giving the service provider access to PHI.

“Electronic Media” -

a) Electronic storage media including memory devices in
computers (hard drives) and any removable/transportable
digital memory medium, such as magnetic tape or disk, optical
disk, or digital memory card; or

b) Transmission media used to exchange information already in
electronic storage media. Transmission media includes, for
example, the Internet (wide-open), extranet (using Internet
technology to link a business with information accessible only
to collaborating parties), leased lines, dial-up lines, private
networks, and the physical movement of removable/trans-
portable electronic storage media. Certain transmissions,
including paper, facsimile, and voice via telephone are not
considered to be transmissions via electronic media, because
the information being exchanged did not exist in electronic
form before the transmission.

“Electronic Protected Health Information” - Protected health
information that is transmitted by or maintained in electronic media.

3

‘Employee” - includes individuals such as employees, volunteers,
trainees, and other persons whose work performance is under
the direct control of the City, whether or not they are paid by the
City.

“Protected Health Information (PHI)” - the information that is subject
to and defined in the Plan's privacy policies and procedures.
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15.03 Security Official

The Information Services Manager is the Security Official for the Plan. The
Security Official is responsible for the development and implementation of
the Plan's policies and procedures relating to security, including but not
limited to this Policy.

15.04 Risk Analysis

15.04.01

15.04.02

01/2007

The Plan has no employees. All of the Plan's functions, including
creation and maintenance of its records, are carried out by
employees of the City and/or by business associates of the Plan.
The Plan does not own or control any of the equipment or media
used to create, maintain, receive, and transmit electronic PHI
relating to the Plan, or any of the facilities in which such
equipment and media are located. Such equipment, media, and
facilities are owned or controlled by the City and business
associates. Accordingly, the City and/or business associates
create and maintain all of the electronic PHI relating to the
Plan, own or control all of the equipment, media, and facilities
used to create, maintain, receive, or transmit electronic PHI
relating to the Plan, and controls their employees, agents, and
subcontractors who have access to electronic PHI relating to the
Plan. The Plan has no ability to assess or in any way modify any
potential risks and vulnerabilities to the confidentiality,
integrity, and availability of electronic PHI relating to the Plan.
That ability lies solely with the City and business associates.

Because the Plan has no access to or control over the employees,
equipment, media, facilities, policies, procedures, or
documentation of the City and business associates affecting the
security of Plan electronic PHI, and the City and business
associates have undertaken certain obligations relating to the
security of electronic PHI that they handle in relation to the
performance of administration functions for the Plan, the Plan's
policies, and procedures, including this Policy, do not address the
following standards (including the implementation specifications
associated with them) established under HIPAA and are set out
in Subpart C of 45 CFR Part 164:

a) security management process;

b) workforce security;
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¢) information access management;
d) security awareness and training;
e) security incident procedures;

f) contingency plan;

g) evaluation;

h) facility access controls;

1) workstation use;

j) workstation security;

k) device and media controls;

1) access control;

m) audit controls;

n) integrity;

0) person or entity authentication; and
p) transmission security.

15.05 Plan Document

The Plan document shall include provisions requiring the City to:

01/2007

a)

b)

c)

d)

implement administrative, physical, and technical safeguards that
reasonably and appropriately protect the confidentiality, integrity, and
availability of the electronic PHI that the City creates, receives,
maintains, or transmits on behalf of the Plan (the Plan electronic PHI);
ensure that reasonable and appropriate security measures support the
Plan document provisions providing for adequate separation between
the Plan and the City (which were adopted as described in the Plan's
privacy policy);

ensure that any agents or subcontractors to whom the City provides
Plan electronic PHI agree to implement reasonable and appropriate
security measures to protect the Plan electronic PHI; and

report to the Security Official any security incident of which the City
becomes aware.
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In the future, the Plan may permit one or more business associates to create,
receive, maintain, or transmit electronic PHI on its behalf only if the Plan
first obtains satisfactory assurances from the business associate that it will
appropriately safeguard the information. Such satisfactory assurances shall
be documented through a written contract providing that the business
associate will:

a)

b)

d)

implement administrative, physical, and technical safeguards that
reasonably and appropriately protect the confidentiality, integrity, and
availability of the electronic PHI that the business associate creates,
recelves, maintains, or transmits on behalf of the Plan (the Contract
electronic PHI);

ensure that any agents or subcontractors to whom the business
associate provides Contract electronic PHI agree to implement
reasonable and appropriate security measures to protect the Contract
electronic PHI;

report to the Plan any security incident of which the business associate
becomes aware; and

authorize termination of the contract by the Plan if the Plan
determines that the business associate has violated a material term of
the contract.

15.07 Documentation

15.07.01 The Plan's security policies and procedures shall be documented,

reviewed periodically, and updated as necessary in response to
environmental or operational changes affecting the security of
Plan electronic PHI, and any changes to policies or procedures
will be documented promptly.

15.07.02 Except to the extent that they are carried out by the City or

01/2007

business associates, the Plan shall document certain actions,
activities, and assessments with respect to electronic PHI
required by HIPAA to be documented (including amendment of
the Plan document in accordance with this policy, for example).
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15.07 Documentation

15.07.03

15.07.04

01/2007

Policies, procedures, and other documentation controlled by the
Plan may be maintained in either written or electronic form. The
Plan will maintain such documentation for at least six years
from the date of creation or the date last in effect, whichever is
later.

The Plan will make 1its policies, procedures, and other
documentation available to the Security Official and the City, as
well as business associates or other persons responsible for
implementing the procedures to which the documentation
pertains.
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